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Abstract— Client-to-Client Password-Authenticated Key 
Exchange (C2C-PAKE) protocols allow two clients establish 
a common session key based on their passwords. In a secure 
C2C-PAKE protocol, there is no computationally bounded 
adversary learns anything about session keys shared 
between two clients. Especially a participating server should 
not learn anything about session keys. Server-compromise 
impersonation resilience is another desirable security 
property for a C2C-PAKE protocol. It means that 
compromising the password verifier of any client A should 
not enable outside adversary to share session key with A. 
Recently, Kwon and Lee proposed four C2C-PAKE 
protocols in the three-party setting, and Zhu et al. proposed 
a C2C-PAKE protocol in the cross-realm setting. All the 
proposed protocols are claimed to resist server compromise. 
However, in this paper, we show that Kwon and Lee’s 
protocols and Zhu et al’s protocol exist server compromise 
attacks, and a malicious server can mount man-in-the-
middle attacks and can eavesdrop the communication 
between the two clients.  
 
Index Terms— Information security, authentication, 
password, cryptanalysis 
 

I.  INTRODUCTION 

Password-Authenticated Key Exchange (PAKE) 
enables two communication entities to authenticate each 
other and establish a session key via easily memorable 
passwords. In 1992, Bellovin and Merritt [1] proposed a 
two-party encrypted key exchange protocol based on 
passwords. Since then, many two-party password-
authenticated key exchange (2PAKE) protocols have 
been proposed.  

2PAKE protocols are quite suitable for the client–
server architecture. However, in large-scale client-client 
communication environments where a user wants to 
communicate with many other users, 2PAKE protocol is 
very inconvenient in key management that the user would 
need to remember large number of passwords. Gong, 
Lomas, Needham, and Saltzer [2] proposed a three-party 
password-based key transfer protocol using server’s 
public key. Later, Steiner, Tsudik and Waider [3] 
proposed a three-party client-to-client PAKE (C2C-
PAKE) protocol between two clients without server’s 

public key. The C2C-PAKE protocol is different from the 
2PAKE protocol in the fact that the server is assumed 
besides two communicating clients. Both communicating 
clients should share respective passwords with the server 
rather than themselves. 

To provide a cross-realm authentication, where clients 
from one environment (realm) wish to communicate with 
clients from other realms, Byun et al.[4] presented a four-
party C2C-PAKE protocol in the cross-realm setting 
where two clients are in two different realms and hence 
two servers involved. The goal of their protocol is that 
these two clients can establish a common session key 
based on their passwords shared respectively with two 
servers. 

It is desirable for C2C-PAKA protocols to possess the 
following security properties:   

Key secrecy: There is no computationally bounded 
adversary learns anything about session keys shared 
between two honest clients. Especially a participating 
server should not learn anything about session keys 
shared between two honest clients [5]. In the cross-realm 
setting, even the two servers in two different realms 
sharing information with each other should not learn 
anything about session keys. 

Server-compromise impersonation resilience: 
Compromising the password verifier of any client A 
should not enable outside adversary to share session key 
with A. There are two type server-compromise 
impersonation attacks in a C2C -PAKE protocol: (1). An 
adversary who steals the verifier of client A from the 
server can impersonate any other clients to communicate 
with A without performing dictionary attacks on the 
verifier of A.  (2). An adversary who steals the verifier of 
client A from the server can impersonate client A to 
communicate with any other clients without performing 
dictionary attacks on the verifier of A. 

Forward secrecy: If the passwords of some clients are 
compromised, the secrecy of previously established 
session keys should not be compromised.  

Unknown key-share resilience: Client A should not be 
able to coerce into sharing a key with any client C when 
in fact he thinks that he is sharing the key with client B.   
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Off-line dictionary attack resilience: There is no 
successful adversary as follows: The adversary intercepts 
communication messages during a protocol execution and 
stores them locally, and then finds out the password off-
line by verifying all candidate passwords via the captured 
information. In the cross-realm setting, one malicious 
server should not mount an off-line dictionary attack to 
obtain the password of a client who belongs to the other 
realm. 

Undetectable on-line dictionary attack resilience: 
There is no successful adversary as follows: The 
adversary attempted to use a guessed password in an on-
line transaction without being detected. He verified the 
correctness of his guess by using the response from 
server. If his guess failed, he starts a new transaction with 
server using another guessed password. A failed guess 
can not be logged. That is, a failed guess is never detected 
by the server and the client, and the adversary can legally 
and undetectably check the guessed password. 

No key control: The secret session key between any 
two clients is determined by both users taking part in, and 
none of the two clients can influence the outcome of the 
secret session key, or enforce the session key to fall into a 
pre-determined interval. 

In [5], Kwon and Lee studied password authenticated 
key agreement in the three-party setting and proposed 
four C2C-PAKE protocols, where the client holds 
password and the server holds the password verifier. 
They claimed that their three-party password 
authenticated key agreement protocols are resistant to 
server compromise and even the trusted third party could 
not be able to access the agreed key.  

In [6], Kim et al. showed that Byun et al.’s C2C-PAKE 
protocol [4] is vulnerable to a Denning-Sacco-style attack 
where the adversary is an insider with knowledge of the 
password of a client in a different realm. Kim et al. also 
proposed an improved C2C-PAKE protocol. Yoon and 
Yoo [7] demonstrated that Kim et al.’s C2C-PAKE 
protocol is vulnerable to one-way man-in-the-middle 
attack and password-compromise impersonation attack. 
Yoon and Yoo also presented an enhancement to resolve 
these problems. In [8], Cao showed that Yoon and Yoo’s 
protocol is vulnerable to server-compromise 
impersonation attacks. In [9], Xu proved that it is 
impossible to resist server-compromise attack for 
designing cross-realm C2C-PAKA protocols based 
sharing-password between client and server. Recently, 
Zhu et al. proposed a new C2C-PAKE protocol [10], 
where the client holds password and the server holds the 
password verifier.  

In this paper, we find that Kwon and Lee’s protocols 
and Zhu et al.’s protocol are still vulnerable to server-
compromise impersonation attacks and a malicious server 
can eavesdrop the communication between the two 
clients. 

II.  CRYPTANALYSIS OF KWON AND  LEE’S C2C - PAKE 
PROTOCOLS 

A.  Description of Kwon and Lee’s  Protocols 
In [5], Kwon and Lee proposed four C2C-PAKE 

protocols. The conceptual flows of the proposed protocol 
are depicted in Fig. 1. In Fig. 1, A and B have already 
agreed on running a protocol to establish their secure 
channel, and then connect to S separately. This is a 
separate mode. Relay mode and ticket mode can be 
derived from basis separate mode. From practice, Kwon 
and Lee also proposed an alternate mode. In this paper, 
we only analyze the protocol of separate mode. The same 
attacks also exist in other modes. 

We assume two parties A and B try to establish a 
secure channel between them, while the trusted third 
party S corresponds to a password authentication server. 
For example, A and B are both clients in the domain 
served by S. Respective passwords are denoted by pwA 
and pwB.  

Let κ be a general security parameter (say 160 bits) 
and l be a special security parameter for public keys 
(1024 or 2048 bits). A, B, and S should agree on the 
algebraic parameters related to Diffie-Hellman key 
agreement such as p, q, and g. As for the prime p = rq+1, 
p and q are secure primes. Let g be a generator of order q 
in Zp* and  Gq be the group generated by g. Let us omit 
‘mod p’ from the expressions that are obvious in Zp*.We 
assume h(·), f(·), k(·), and kdf(·) mean strong one-way 
hash functions having κ-bit output. For distinguishing the 
functionality, we denote them by each different name and 
also we define hi, fi, and ki where hi(·)= h(i, ·,i), fi(·)= f(i, 
·,i), and ki(·)= k(i, ·,i) for integer i. Finally Ej and Dj are 
respectively encryption and decryption functions for 
symmetric key j. 

A and B register to S by choosing passwords pwA and 
pwB, respectively, in a secure way. S stores [A, π, ν], 
and[B, ϖ, μ] in its storage, after computing π = h0(A, 
pwA), μ = h1(A, pwA), ν = gμ, ϖ = f0(B, pwB), w = f1(B, 
pwB), and μ = gw. In order to hide each plain password 
from S, it is considerable that A and B, respectively, 
compute [A, π, ν] and[B, ϖ, μ] and sends them to S 
securely for registration. 

Let us follow the message flows for A in Fig. 1 and 
abbreviate those of B since B may perform similar steps. 

In the first step, A sends message 1 to S by computing  
π = h0(A, pwA), μ = h1(A, pwA), and X* = Eπ (X) where X 
= gx for random element x. 

1. A→S:A, B, X* 
Upon receiving message 1, S may choose random 

elements a, b, and r, and look up the user profiles for 
obtaining [A, π, ν] and[B, ϖ, μ]. S can then recover X by 
decrypting X*, and compute V = νa. Subsequently, S 
computes e = h2(X*, V), and  α=(Xge)a. S then computes 
χ= Xr as well. S computes χ* = ( )E

α
χ  where 

( )kdfα α= . Subsequently S may respond with message 

3 by computing 3

AH  = h3(ψ, X*, V, χ*,α) where  ψ=(A, B, 
S). 

3. S→A:V, χ*, 3

AH  
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After receiving message 3, A computes e’= h2(X*, V), 

and . If 
1 ( ')' u x eVα

−
+= 3

AH  ≠ h3(ψ, X*, V, χ*,α) , A may 

abort this protocol. Otherwise, A computes  = h4(ψ, 
X*, V, χ*,α) and responds with message 5. A also 
computes χ = 

4

AH

( *)D
α
χ  where ( )kdfα α= , and sends 

message 7 to B. 
5. A→S:  4

AH
7. A→B: χ 

Upon receiving message 5, S may log the failed result 
and abort this protocol if 4

AH  ≠ h4(ψ, X*, V, χ*,α). 
B may receive χ from A after running steps 2, 4, and 6 

in the similar way. B then computes γ = ( *)D
β
γ  where 

( )kdfβ β= . Upon receiving message 7, B can compute 

KB = χy and HB = k5(ψ, χ, γ, KB), and responds with 
message 8. 

8. B→A: γ, HB 
After receiving message 8, A computes KA = γx, and 

may abort if HB ≠ k5(ψ, χ, γ, KA). Unless B is aborted, A 
may compute HA = k6(ψ, χ, γ, KA) and responds with 
message 9. 

9. A→B:HA 
Finally B may abort if HA ≠ k6(ψ, χ, γ, KB). Thus, if the 

protocol is not aborted, A and B could agree on KA = KB = 
gxyr and establish their communication channel.  

 
 

 
 

Client A Server S

Figure 1. Kwon and Lee’s  C2C -PAKE protocol 

enter A, pwA 
π = h0(A, pwA) 
μ = h1(A, pwA) 
x ∈R Zq* 
X = gx 
X* = Eπ (X) 

enter B, pwB 
ϖ = f0(B, pwB) 
w = f1(B, pwB) 

hold [A, π, ν], [B, ϖ, μ] 

y ∈R Zq* a, b, r ∈R Zq* 
Y = gy 
Y* = Eϖ(Y) 

1: A, B, X* lookup [A, π, ν], [B, ϖ, μ] 
X = Dπ (X*) and Y = Dϖ(Y*) 
V = νa and M = μb 
e = h2(X*, V) and ε = f2(Y*, M) 
α=(Xge)a

 and β = (Ygε)b  
χ= Xr and γ = Yr 

 ( )kdfα α=  and ( )kdfβ β=  

 χ* = ( )E
α
χ  and γ* = ( )E

β
γ  

ψ=(A, B, S) 
3

AH  = h3(ψ, X*, V, χ*,α) 
3

BH  = f3(ψ, Y*, M, γ*,β) 

4: M, γ*, 3

BH   
e’= h2(X*, V) 

α’ = )V  
1 ( 'x eμ−

+

ψ=(A, B, S) 
abort if 

{ 3

AH  ≠ h3(ψ, X*, V, χ*,α’)} 
4

AH  = h4(ψ, X*, V, χ*,α’) 

ε’ = f2(Y*, M) 

β’ = 
1 ( ')w yM ε−

+  
ψ=(A, B, S) 
abort if 

{ 3

BH ≠ f3(ψ, Y*, M, γ*,β’)}
4

BH  = f4(ψ, Y*, M, γ*,β’) 

Client B 

3: V, χ*, 3

AH   

5: 4

AH   6: 4

BH   log if 

{ 4

AH  ≠ h4(ψ, X*, V, χ*,α)} 

log if 

{ 4

BH  ≠ f4(ψ, Y*, M, γ*,β)} 
( ')' kdfα α=   

χ = ' ( *)D
α
χ   

( ')' kdfβ β=   

γ = ' ( *)D
β
γ   7: χ  

KB = χy  
HB = k5(ψ, χ, γ, KB) 
abort if   
{HA ≠ k6(ψ, χ, γ, KB)} 

8: γ, HB KA = γx 
abort if   
{HB ≠ k5(ψ, χ, γ, KA)} 
HA = k6(ψ, χ, γ, KA) 

9: HA  

2: B, A, Y* 
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Figure 2. Malicious server’s eavesdrop attack

B.  Cryptanalysis of Kwon and Lee’s Protocols 
1)  Malicious server’s eavesdrop attack 

If the server S is a malicious one, it can perform a man-
in-the-middle attack between client A and B and then 
eavesdrop the communication as in the following: 

After receiving message 3, A computes χ = ( *)D
α
χ , 

and sends χ to B. The malicious server S intercepts it. S 
chooses s ∈R Zq* , computes λ=gsr, Ks,A = χs  and Hs,A = 
k5(ψ, χ, λ, Ks,A), and sends λ to B.  

7. A→S(B): χ 
7’. S(A)→B: λ 

B then computes γ = ( *)D
β
γ  where ( )kdfβ β= . 

Upon receiving message 7’, B can compute KB = λy and 
HB = k5(ψ,λ, γ, KB), and responds with message 8. S 
intercepts it and sends λ and Hs,A to A. 

8. B→ S(A): γ, HB 
8’. S(B)→ A: λ, Hs,A 

After receiving message 8’, A computes KA = λx, and 
may abort if Hs,A ≠ k5(ψ, χ, λ, KA). A computes HA = k6(ψ, 
χ, λ, KA) and responds with message 9. S intercepts it and 
aborts if HA ≠ k6(ψ, χ, λ, Ks,A). After that, A and S could 
agree on KA = Ks,A = gxsr and establish their secure 
channel. S computes Ks,B = γs and Hs,B = k6(ψ, λ, γ, Ks,B), 
then sends Hs,B to B. 

9. A→ S(B):HA 
9’. S(A)→ B: Hs,B  

Finally B may abort if Hs,B ≠ k6(ψ, χ, γ, KB). Thus, if 
the protocol is not aborted, S and B could agree on Ks,B = 
KB = gsyr and establish their secure channel.   
The attack scenario is outlined in Fig. 2. 
2)  Impersonation-of-responder attack 

Once client A’s password verifier [A, π, ν] has stolen 
by the adversary Malice, for example, the server is 
compromise. Malice can impersonate client B to 
communicate with A by performing the following steps. 
(See Fig.3)  

When client A wants to communicate with B, A sends 
message 1 to S by computing  π = h0(A, pwA), μ = h1(A, 
pwA), and X* = Eπ (X) where X = gx for random element x. 
Malice intercepts it. 

1. A→ Malice (S):A, B, X* 

 
Figure 3. Impersonation-of-responder attack 

Upon receiving message 1, Malice poses as S and 
chooses random elements a, r, and y. Malice can then 
recover X by decrypting X* using the compromised 
verifier π, and compute V = νa. Subsequently, Malice 
computes e = h2(X*, V), and  α=(Xge)a. Malice then 

Client A Malice (Client B)  
enter A, pwA 
π = h0(A, pwA) 
μ = h1(A, pwA) 
x ∈R Zq* 
X = gx 
X* = Eπ (X) 

hold [A, π, ν]

1: A, B, X* 

a, r, y ∈R Zq* 
X = Dπ (X*)  
V = νa  
e = h2(X*, V)  
α=(Xge)a

  
χ= Xr  
γ = gyr 

 ( )kdfα α=   

 χ* = ( )E
α
χ   

ψ=(A, B, S) 
3

AH  = h3(ψ, X*, V, 

 χ*,α) 

e’= h2(X*, V) 

α’ = V  
1 ( ')x eμ−

+

ψ=(A, B, S) 
abort if 

{ 3

AH  ≠ h3(ψ, X*, V, χ*,α’)} 
4

AH  = h4(ψ, X*, V, χ*,α’) 

3: V, χ*, 3

AH   

5: 4

AH   

( ')' kdfα α=   

χ = ' ( *)D
α
χ   7: χ  

KB = χy  
HB = k5(ψ, χ, γ, KB) 
 
 
abort if   
{HA ≠ k6(ψ, χ, γ, KB)}

8: γ, HB  

KA = γx 
abort if   
{HB ≠ k5(ψ, χ, γ, KA)} 
HA = k6(ψ, χ, γ, KA) 

9: HA  

Client A Malicious Server S Client B 

( ')' kdf   α α=

χ = ' ( *)D
α
χ   

( ')' kdfβ β=   

γ = ' ( *)D
β
γ   

KB = λy  
HB = k5(ψ,λ, γ, KB) 

7: χ  

abort if   
{ Hs,B ≠ k6(ψ, χ, γ, KB)}

8: γ, HB 
KA = λx 
abort if   
{ Hs,A ≠ k5(ψ, χ, λ, KA)} 
HA = k6(ψ, χ, λ, KA) 

9: HA  

s ∈R Zq*  7’: λ  
λ=gsr 
Ks,A = χs  
Hs,A = k5(ψ, χ, λ, Ks,A) 8’: λ, Hs,A  

abort if   
{HA ≠ k6(ψ, χ, λ, Ks,A)} 
Ks,B = γs  9’: Hs,B  
Hs,B = k6(ψ, λ, γ, Ks,B) 
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computes χ= Xr and γ = gyr. Malice computes χ* = 
( )E

α
χ  where ( )kdfα α= . Subsequently Malice may 

respond with message 3 by computing 3

AH  = h3(ψ, X*, V, 
χ*,α) where  ψ=(A, B, S). 

3. Malice (S)→A:V, χ*,  3

AH
After receiving message 3, A computes e’= h2(X*, V), 

and . If 
1 ( ')' u x eVα

−
+= 3

AH  ≠ h3(ψ, X*, V, χ*,α) , A may 

abort this protocol. Otherwise, A computes  = h4(ψ, 
X*, V, χ*,α) and responds with message 5. A also 
computes χ = 

4

AH

( *)D
α
χ  where ( )kdfα α= , and sends 

message 7 to B. Malice intercepts message 5 and 7. 
5. A→ Malice (S): 4

AH  
7. A→ Malice (B): χ 

Upon receiving message 7, Malice computes KB = χy 
and HB = k5(ψ, χ, γ, KB), and responds with message 8. 

8. Malice (B)→A: γ, HB 
After receiving message 8, A computes KA = γx, and 

may abort if HB ≠ k5(ψ, χ, γ, KA). Unless B is aborted, A 
may compute HA = k6(ψ, χ, γ, KA) and responds with 
message 9. Malice intercepts it. 

9. A→ Malice (B):HA 
Finally, A and Malice could agree on KA = KB = gxyr and 
establish their secure channel. 
3)  Impersonation-of- initiator attack  

Once client B’s password verifier [B, ϖ, μ] has stolen 
by the adversary Malice. Malice can impersonate client A 
to communicate with B by performing the following 
steps. (See Fig.4)  

First, Malice poses as client A and requests to 
communicate with B. B sends message 2 to S by 
computing  ϖ = f0(B, pwB), w = f1(B, pwB), and Y* = 
Eϖ(Y) where Y = gy for random element y. Malice 
intercepts it. 

2. B→ Malice (S):B, A, Y* 
Upon receiving message 1, Malice may choose random 

elements x, b, and r. Malice can then recover Y by 
decrypting Y*, and compute M = μb. Subsequently, 
Malice computes ε = f2(Y*, M) and  β = (Ygε)b. Malice 
then computes χ= gxr and γ = Yr. Malice computes γ* = 

( )E
β
γ  where ( )kdfβ β= . Subsequently Malice 

responds with message 4 by computing 3

BH  = f3(ψ, Y*, 
M, γ*,β) where  ψ=(A, B, S). 

4. Malice (S)→B: M, γ*, 3

BH  
After receiving message 3, B computes ε’ = f2(Y*, M) , 

and β’ = 
1 ( ')w yM ε−

+ . If 3

BH ≠ f3(ψ, Y*, M, γ*,β’), B may 

abort this protocol. Otherwise, B computes 4

BH  = f4(ψ, 
Y*, M, γ*,β’) and responds with message 6. Malice 
intercepts it. 

6. B→ Malice (S): 4

BH  
 

 

 
Figure 4. Impersonation-of-initiator attack 

Malice sends message 7 to B. 
7. Malice (A)→B: χ 

B may receive χ from A after running steps 2, 4, and 6. 
B then computes γ = ( *)D

β
γ  where ( )kdfβ β= . Upon 

receiving message 7, B can compute KB = χy and HB = 
k5(ψ, χ, γ, KB), and responds with message 8. Malice 
intercepts it. 

8. B→ Malice (A): γ, HB 
After receiving message 8, Malice computes KA = γx, 

and may abort if HB ≠ k5(ψ, χ, γ, KA). Unless B is aborted, 
A may compute HA = k6(ψ, χ, γ, KA) and responds with 
message 9. 

9. Malice (A)→B:HA 

4: M, γ*, 3

BH   

Malice (Client A)
enter B, pwB 
ϖ = f0(B, pwB) 
w = f1(B, pwB) 
y ∈R Zq* 
Y = gy 
Y* = Eϖ(Y) 

hold [B, ϖ, μ] 
Client B 

x, b, r ∈R Zq* 
Y = Dϖ(Y*) 
M = μb 
ε = f2(Y*, M) 
β = (Ygε)b  
χ= gxr and γ = Yr 

 ( )kdfβ β=  

 γ* = ( )E
β
γ  

ψ=(A, B, S) 
3  = f3(ψ, Y*, M, γ*,β)H  B

ε’ = f2(Y*, M) 

β’ = 
1 ( ')w yM ε−

+  
ψ=(A, B, S) 
abort if 

{ 3

BH ≠ f3(ψ, Y*, M,
γ*,β’)} 

4

BH6:   

( ')' kdfβ β=   

γ = ' ( *)D
β
γ   7: χ  

KB = χy  8: γ, HB  
HB = k5(ψ, χ, γ, KB) KA = γx 
 
 
abort if   
{HA ≠ k6(ψ, χ, γ, KB)}

abort if   
{HB ≠ k5(ψ, χ, γ, KA)} 
HA = k6(ψ, χ, γ, KA) 

9: HA  

2: B, A, Y* 
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Finally B may abort if HA ≠ k6(ψ, χ, γ, KB). Thus, if the 
protocol is not aborted, Malice and B could agree on KA = 
KB = gxyr and establish their secure channel. 

III.  CRYPTANALYSIS OF ZHU ET AL.’S C2C- PAKE 
PROTOCOL 

A.  Description of Zhu et al.'s C2C-PAKE Protocol 
We assume that user A and the KDCA have shared the 

verifiers  and  for 
password pwA and the public information. User B and the 
KDCB have also shared the verifiers 

and   for password 
pwB and the public information.  

( || || )

,1 1
A AH A KDC pw

Av g= ( || || )

,2 2
A AH A KDC pw

Av g=

( || || )

,1 1
B BH B KDC pw

Bv g= ( || || )

,2 2
B BH B KDC pw

Bv g=

A message authentication code (MAC) algorithm 
consists of three algorithm, M = (KEY.G, MAC.G, 
MAC.V). KEY.G generates a key kmac. Given  kmac, 
MAC.G computes a tag  τ = MAC.Gkmac (M) for a 
message M. MAC.V verifies a message tag pair using key 
kmac, and returns 1 if the tag is valid or 0. 

Assume A wants to establish a session key with B. The 
protocol is shown in Fig. 5. 

Round 1    
The initiator A broadcasts (A, B, KDCA, KDCB).  
Round 2 
(1) A chooses a random number xA∈Zq*, computes 
XA= 1 ,2

Ax

Ag v , and sends (A, XA) to KDCA. 

(2) B analogously computes XB= 1 ,2
Bx

Bg v , and sends (B, 
XB) to KDCB. 

(3) KDCA selects random numbers yA, zA∈Zq*, 
computes YA=  and ZA=1 ,1( )Ay

Ag v Az

1 ,2
Az

Ag v , and sends 
(KDCA; YA; ZA) to A. (Analogously KDCB sends (KDCB; 
YB; ZB) to B.) 

Round 3  
(1) Upon receiving (KDCA; YA; ZA), A computes 

TA=  and kA= . ( || || )

,2( / ) A AH A KDC pw

A AZ v ( / ) Ax

A AY T
(2) Upon receiving (KDCB; YB; ZB), B analogously 

computes kB= . ( / ) Bx

B BY T
(3) Upon receiving (A, XA), KDCA computes 

kA= . (Analogously KDCB computes 

kB= .) 
,2( / ) Ay

A AX v

,2( / ) By

B BX v

(4) A computes = , AA KDCτ

MAC.G ( || || || || )
Ak A A A AA KDC X Y Z  and sends it to 

KDCA. (B analogously computes , BB KDCτ  and sends it to 
KDCB.) 

Round 4  
(1) Upon receiving , KDCA computes 

. KDCA terminates if MAC.V returns 0 
or moves to the next phase otherwise. (KDCB 
analogously checks the validity of 

, AA KDCτ

,MAC.V ( )
Ak A KDCA
τ

, BB KDCτ using kB.) 

(2)  KDCA chooses a random number a ∈Zq*, 
computes MA=  using K and sends 
MA to KDCB. (KDCB analogously computes 
MB=  and sends MB to KDCA.) 

1 1( || || Axa

K AE KDC g g )

)1 1( || || Bxb

K BE KDC g g
Round 5  
(1) Upon receiving MB, KDCA decrypts MB by using 

pre-distributed key K. Then KDCA computes c=(g1
b)a, 

SA=  and 1( )Bx cg ,AKDC Aτ = MAC.G ( || || || )
Ak A AA KDC B S  

and sends them to A. 
(2) Upon receiving MA, KDCB decrypts MA by using 

pre-distributed key K. Then KDCB computes c=(g1
a)b, 

SB= and 1( )Ax cg ,BKDC Bτ = and 
sends them to B. 

MAC.G ( || || || )
Bk BB KDC A SB

Key computation  
Upon receiving (SA, ,AKDC Aτ ), A terminates if  

 returns 0 or computes KA=  and 

the session key  skA= 
,MAC.V ( )

A Ak KDC Aτ ( ) Ax

AS

( || || ||
AK A B )F A KDC KDC B . (B 

analogously computes KB= and skB= ( ) Bx

BS

( || || || )
BK A BF A KDC KDC B ). 

B.  Cryptanalysis of Zhu’s Protocol 
1)  Malicious server’s eavesdrop attack 

If the server KDCA is a malicious one, it can perform a 
man-in-the-middle attack between client A and B in 
Round 4 and then eavesdrop the communication as in the 
following: 

Round 4  
(1) Upon receiving , KDCA computes 

. KDCA terminates if MAC.V returns 0 
or moves to the next phase otherwise. (KDCB 
analogously checks the validity of 

, AA KDCτ

,MAC.V ( )
Ak A KDCA
τ

, BB KDCτ using kB.) 

(2)  KDCA chooses a random number a, r ∈Zq*, 
computes MA=  using K and sends 
MA to KDCB. KDCB analogously computes 
MB=  and sends MB to KDCA. 

1 1( || ||a r

K AE KDC g g )

)1 1( || || Bxb

K BE KDC g g
Round 5  
(1) Upon receiving MB, KDCA decrypts MB by using 

pre-distributed key K. Then KDCA computes c=(g1
b)a, 

SA= 1

rg  and ,AKDC Aτ = MAC.G ( || || || )
Ak A AA KDC B S  and 

sends them to A. 
(2) Upon receiving MA, KDCB decrypts MA by using 

pre-distributed key K. Then KDCB computes c=(g1
a)b, 

SB= 1( )r cg and ,BKDC Bτ = and 
sends them to B. KDCA 

MAC.G ( || || || )
Bk BB KDC A SB

Key computation  
Upon receiving (SA, ,AKDC Aτ ), A terminates if  

 returns 0 or computes KA=  and 

the session key  skA= 
,MAC.V ( )

A Ak KDC Aτ ( ) Ax

AS

( || || || )
AK A BF A KDC KDC B . B 
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analogously computes KB= and skB= ( ) Bx

BS

( || || || )
BK A BF A KDC KDC B ). KDCA computes 

KM,A=  , skM,A= ,2( / )r

A AX v
,

( || || || )
M AK A BF A KDC KDC B , 

KM,B= and skM,B= 1( )Bx crg
,

( || || || )
M BK A BF A KDC KDC B . 

KDCA and A could agree on skM,A= skA because KM,A = KA 

= 1
Ax rg  and establish their secure channel. KDCA and B 

could agree on skM,B= skB because KM,B = KB = 1
Bx rcg  and 

establish their secure channel. 
The attack scenario is outlined in Fig. 6 
 

 
Figure 5. Zhu et al’s  C2C -PAKE Protocol 

 

 
Figure 6. Malicious server’s eavesdrop attack 

Client A Client BMalicious KDCA KDCB 
Round 4 

,MAC.V ( )
Ak A KDCA
τ

)

?=1 

a, r∈Zq* 
MA=  1 1( || ||a r

K AE KDC g g

,MAC.V ( )
Bk B KDCB
τ

)

?=1 

b ∈Zq* 
MB=  1 1( || || Bxb

K BE KDC g g

Round 5 c=(g1
a)b, SA= 1

rg  

,AKDC Aτ = MAC.G (
Ak A  

||KDCA||B||SA) 

c=(g1
a)b, SB= 1( )r cg  

,BKDC Bτ =  MAC.G (
Bk B

||KDCB||A||SB) 
Key computation 

,MAC.V ( )
A Ak KDC Aτ ?=1 

KA=  ( ) Ax

AS

skA= ( || || ||
AK A B )F A KDC KDC B  

,MAC.V ( )
B Bk KDC Bτ ?=1

KB= ( ) Bx

BS

skB= ( || || || )
BK A BF A KDC KDC B

KM,A=  ,2( / )r

A AX v

skM,A= 
,

( || || || )
M AK A BF A KDC KDC B  

KM,B=  1( )Bx crg

skM,B= 
,

( || || || )
M BK A BF A KDC KDC B  

,MAC.V ( )
Bk B KDCB
τ ?=1 

b ∈Zq* 
MB=  1 1( || || Bxb

K BE KDC g g )

Client A Client BKDCA KDCB 

pwA pwB 

Public information: G, p, q, g1, g2, H, M, F 

( || || )

,1 1
A AH A KDC pw

Av g=   
( || || )

,2 2
A AH A KDC pw

Av g=  

( || || )

,1 1
B BH B KDC pw

Bv g=

,2 2
B BH B KDC pw

Bv g=

 
 )  ( || ||

  
xA∈Zq* 
XA= 1 ,2

Ax

Ag v  

xB∈Zq*
XB= 1 ,

Bx

B

yB, zB∈Zq* 
YB= 1 ,1( )B By z

Bg v  
ZB= 1 ,2

Bz

Bg v  

yA, zA∈Zq* 
YA=  1 ,1( )A Ay z

Ag v

ZA= 1 ,2
Az

Ag v  

Round 2 

2g v

kA=  1( )A Ay xg

, AA KDCτ = MAC.G ( ||
Ak A  

KDCA||XA||YA||ZA) 

kB= ( )1
B By xg

, BB KDCτ = MAC.G ( ||

 kA= 1( )A Ax yg   kB= ( )1
B Bx yg  

Round 4 ,MAC.V ( )
Ak A KDCA
τ ?=1 

B

KDCB||XB||YB||ZB)
k B

a ∈Zq* 
MA=  1 1( || || Axa

K AE KDC g g )

c=(g1
a)b, SB=  1( )Ax cg

,

Round 5 c=(g1
b)a, SA= ( )  1

Bx cg

=  MAC.G (
Bk B

,AKDC Aτ = MAC.G (
Ak A  K BDC Bτ

||KDCA||B||SA) ||KDCB||A||SB) 

,MAC.V ( )
A Ak KDC Aτ ?=1 

KA= (  ) Ax

AS

skA= ( || || ||
AK A B )F A KDC KDC B  

,MAC.V ( )
B Bk KDC Bτ ?=1

KB= ( ) Bx

BS

skA= ( || || || )
BK A BF A KDC KDC B

Round 3 

Key computation 
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2)  Impersonation-of-responder attack 
Once client A’s password verifier vA,1 and vA,2  have 

stolen by the adversary Malice. Malice can impersonate 
client B to communicate with A by performing the 
following steps.  

Round 1    
The initiator A sends (A, B, KDCA, KDCB) to client B, 

KDCA and KDCB. Malice intercepts it. 
Round 2 
(1) A chooses a random number xA∈Zq*, computes 
XA= 1 ,2

Ax

Ag v , and sends (A, XA) to KDCA. Malice 
intercepts it. 

(2) Malice selects random numbers xB, yA, zA∈Zq*, 
computes YA=  and ZA=1 ,1( )Ay

Ag v Az

1 ,2
Az

Ag v , and sends 
(KDCA; YA; ZA) to A.  

Round 3  
(1) Upon receiving (KDCA; YA; ZA), A computes 

TA=  and kA= . ( || || )

,2( / ) A AH A KDC pw

A AZ v ( / ) Ax

A AY T
(3) Upon receiving (A, XA), Malice computes 

kA= .  ,2( / ) Ay

A AX v

(4) A computes , AA KDCτ = 
MAC.G ( || || || || )

Ak A A A AA KDC X Y Z  and sends it to 
KDCA. Malice intercepts it. 

Round 5  
Malice computes SA= 1

Bxg  and ,AKDC Aτ = 

MAC.G ( || || || )
Ak A AA KDC B S  and sends them to A. 

Key computation  
Upon receiving (SA, ,AKDC Aτ ), A terminates if  

 returns 0 or computes KA= (  and 

the session key  skA= 
,MAC.V ( )

A Ak KDC Aτ ) Ax

AS

( || || ||
AK A B )F A KDC KDC B . 

Malice computes KB=  and the session key 

skB= 
,2( / ) Bx

A AX v

( || || || )
BK A BF A KDC KDC B . 

Once client B’s password verifier has stolen by the 
adversary Malice. Malice can also impersonate client A to 
communicate with B by performing the similar steps. 

IV.  CONCLUSION 

Client-to-Client Password-Authenticated Key 
Exchange (C2C-PAKE) protocols allow two clients 
establish a common session key based on their 
passwords. Such protocols are attractive for their 
simplicity and convenience and have received much 
interest in the research community. Recently, Kwon and 
Lee proposed four C2C-PAKE protocols in the three-
party setting, and Zhu et al. proposed a C2C-PAKE 
protocol in the cross-realm setting. All the proposed 
protocols are claimed to resist server compromise. 
However, in this paper, we have shown that Kwon and 
Lee’s protocols and Zhu et al’s protocol exist server 
compromise attacks, and a malicious server can mount 

man-in-the-middle attacks and can eavesdrop the 
communication between the two clients. Now, how to 
design a C2C-PAKE protocols that resist against all 
known attacks without requiring any server’s public key 
is still an open problem.  
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