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Abstract—The Digital watermarking technology has become 
increasing popular in the protection digital copyright. 
However, in the practical application, the watermarking 
algorithms should be combined with a secure copyright 
protection protocol to solve the copyright protection 
problems completely. In this paper, a novel buyer-seller 
watermarking protocol is proposed for piracy tracing, in 
which a memoryless Watermark Certification Authority 
(WCA) can offer a number of watermarks for a buyer 
simultaneously, avoiding itself being involved in each digital 
transaction operated between the buyer and the seller. 
Besides, in order to guarantee the anonymity of the buyer, 
the WCA can provide the buyer with an encrypted digital 
certificate and have it submitted directly to the seller by the 
buyer. In addition, the proposed protocol also can resolve 
other problems, such as the customer right problem, the 
binding attack problem, the anonymity problem, the 
conspiracy problem, the dispute problem. The analyses 
indicate that the proposed protocol is secure and practical. 

Index Terms—copyright protection,digital watermarking,  

secure protocol 

I. INTRODUCTION

With the development of the Internet and the E-

Commerce, it is clear that digital copyright protection has 

become an important issue. Digital watermarking 

technology has developed as a promising technology for 

protecting digital copyright. The watermark is a signal 

that contains information about the copyright owner, 

which may be used for various applications, such as 

authentication, copyright and proof of ownership. 

However, in application, in order to solve the copyright 

protection problems completely, the watermarking 

algorithms should be combined with a secure copyright 

protection protocol [1] [2][14][15].

Generally, there are three distinguished roles [3][13], such 

as a buyer, a seller and an arbiter (or Trusted Third Party, 

TTP) in a watermarking protocol for copyright protection. 

Buyers are the end users of digital contents. Each copy of 

digital contents is uniquely watermarked to an identified 

buyer. Sellers are providers of the digital contents and 

own the rights of the contents, who employ their special 

watermarking techniques to embed watermarks into the 

digital contents offered to buyers. The arbiter is a TTP, 

who deals with watermark disputes between buyers and 

their sellers. Based on the evidence submitted by a 

content provider, the arbiter will decide whether a claim 

against a customer is justified or not.  Recent research 

indicates that a secure watermarking protocol should be 

able to solve at least the following basic problems [4][5][6]:

(1) The piracy tracing problem: when a pirated copy is 

found, an honest seller should be able to discover the 

pirate, who is an original buyer, and to collect undeniable 

proof against the buyer. 

(2) The customer’s rights problem:  A malicious seller 

attempts to frame an innocent buyer by making and 

distributing a copy of the product, which the buyer has 

purchased. And then, the seller may accuse the buyer of 

the illegal distribution. 

(3) The binding problem: Upon discovering a pirated 

copy, the seller can fabricate piracy by transplanting the 

buyer’s watermark into another digital content. Therefore, 

it is necessary to bind a chosen watermark with a specific 

transaction. 

(4) The anonymity problem: If a seller can collect 

some sensitive data of a buyer, she/he may sell these data 

to other parties or commit crimes. So the identity of a 

buyer should not be exposed, unless he is proven to have 

committed piracy. 

(5) The conspiracy problem: On the one hand, a 

malicious seller may collude with an untrustworthy third 

party to fabricate piracy to frame an innocent buyer; on 

the other hand, a malicious buyer may collude with an 

untrustworthy third party to confound the tracing of 

piracy by removing the watermark from digital content. 
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 (6) The dispute problem: A dishonest buyer may deny 

the purchasing record and benefit from illegal copies. 

Thus, disputes may happen between the buyer and the 

seller.

In this paper, we argue that a high efficient 

watermarking protocol should be able to resolve one 

more problem, that is, 

 (7) The on-line participation of a TTP: A TTP is 

required to participate in each transaction between a 

buyer and a seller. These interactions among the buyer, 

the seller and the on-line TTP may become a bottleneck 

of the entire protocol. 

 In this paper, we propose a novel buyer-seller 

watermarking protocol, which can solve all the problems 

mentioned above with an effective piracy tracing function. 

The rest of the paper is organized as follows: Section 2 

describes the proposed watermarking protocol in detail. 

Section 3 analyses the security and efficiency of the 

proposed protocol. Section 4 summarizes our 

achievements. 

II. RELATED WORK

In an attempt to tackle the customer’s right problem, 

Qiao and Nahrstedt proposed an owner-customer 

watermarking protocol  in Ref.[7]. In this protocol, the 

buyer (customer) first encrypts a predetermined sequence 

of bits with a secret key only known to him, and sends the 

encrypted data to the seller (owner).The seller then 

generates a unique watermark based on the encrypted 

data received and inserts it into a copy of the digital 

content, and sends the watermarked copy back to the 

buyer. Since only the buyer knows the secret key, he can 

prove to anyone his legitimate possession of the 

watermarked copy. However, when a pirated copy is 

found, the charge against the buyer pointed by the 

embedded watermark is objectionable because the seller 

in Qiao and Nahrstedt’s protocol still has access to the 

watermarked copy in its final form. Consequently, the 

buyer’s repudiation to the distribution of the pirated copy 

cannot be overruled in the trial. 

In Ref.[8], Memon and Wong proposed a buyer-seller 

watermarking protocol to deal with the customer’s right 

problem by preventing the seller from direct access to the 

final watermarked copy. We will go through the proposed 

protocol in this paragraph. There are two phases in their 

Buyer-Seller Watermarking Protocol, which are 

watermark generation phase and watermark insertion 

phase respectively. In this scheme, we assume that the 

seller is Alice, and the buyer is Bob. In order to generate 

the watermark, Bob has send a certification authority C 

and ask for a valid watermark. The watermark 

certification authority generates a random but valid 

watermark W and sends to Bob , which means 

the watermark is encrypted by Bob’s public key. Besides 

that,the digital signature   is sent along 

with too. Here they assume that 

)(WE
BK

))(( WESign
BC K

}),,({)( 21 nKK BB
EWE

)}.(,),(),({ 21 nKKK BBB
EEE= That is, each of 

the individual elements of the watermark W are encrypted 

as separate message but with the same key. As for the 

watermark insertion phase, there is a two party protocol 

between Alice and Bob that proceeds as follows: 

(1) Bob sends to Alice the encrypted watermark, 

, along with the signature 

of  the certification authority C. Alice verifies 

 to make sure that  is indeed 

a valid watermark generated by C. 

)(WE
BK ))(( WESign

BC K

))(( WESign
BC K )(WE

BK

(2) Let X denote the image that Bob wishes to 

purchase from Alice .Alice generates a unique watermark 

for this transaction V, which she inserts into the image X 

to get the watermarked image X’. Note that in this step, 

Alice is free to use any watermarking scheme of her 

choosing, public or private, spatial domain or transform 

domain, liner or nonlinear. The purpose of the watermark 

V is to enable Alice to identify the specific user an illegal 

copy has potentially arisen from, that is, V is not the 

watermark that Alice will use to prove that Bob has made 

illegal copies of an image. 

(3)Alice then generates a random permutation of the 

degree m, which she uses to permute the elements of  the 

elements of  the encrypted watermark  received 

from Bob. In other words, Alice computes 

)(WE
BK

))(()))(( WEWE
BB KK .The above  is  true as 

 is of  the form )(WE
BK

)}.(,),(),({ 21 nKKK BBB
EEE and permuting 

first and encrypting later give the same result as 

encrypting later give the same result as encrypting first 

and permuting later. 

(4) Alice inserts the permuted watermark into the 

already watermarked image X’. Since the watermark 

received from Bob is encrypted with Bob’s public key, 

Alice inserts this second watermark in the encrypted 

domain also using the same key ,which is known to her. 

Inserting a watermark in the encrypted domain is possible 

as we assume that the public key cryptosystem being used 

is a privacy homomorphism with respect to ,the 

operation that inserts a watermark in the image. In this 

step, Alice computes 

))(()( WEXE
BB KK ))(( WXE

BK
.Alice

transmits )(XE
BK to Bob after that. 

(5) Alice stores ID of Bob, ,V,

and

)(WE
BK

))(( WESign
BC K  in TableX, TableX is a table of  

records maintained by Alice for image X containing one 

entry for each copy of X that she sells. The table contains 

the identity of the buyer ,the unique watermark V known 

to the particular buyer, the encrypted watermark 

 which she received from the buyer along with 

the certificate authority’s signature 

and the permutation 

)(WE
BK

))(( WESign
BC K

.
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(6) After computing the following equation, Bob will 

get the watermarked image 

X’’: )('")''((' WXXXED
BB KK .Here ,

denotes the private key ,and D() is the decryption 

function .We can see that Alice has no way to reproduce 

the watermark X since he has no idea what the private key 

of Bob is .On the other hand ,Bob can’t remove 

BK '

BK

)(W

from X” because he doesn’t know the permutation 

function.  

 In spite of solving the customer’s right problem, 

Memon and Wong’s protocol has several issues. For 

example, the seller is able to intentionally transplant a 

watermark initially embedded in a copy of certain digital 

content into another copy of a completely different digital 

content, provided both copies are sold to the same buyer. 

We refer to this as the unbinding problem, In Ref.[9], Lei 

et al. address the unbinding problem. Their watermarking 

protocol binds a watermark to a common agreement 

(ARG) with the  TTP’s signature, and the ARG uniquely 

binds a particular transaction to a piece of digital content. 

In their scheme, the seller cannot transplant the 

watermark into a copy of higher-priced digital content. In 

addition, the buyer can remain anonymous during the 

transaction through applying to a certification authority 

(CA) for an anonymous certificate in advance. In Ref. [10] 

Ju H S et al. propose an anonymous watermarking 

protocol in which a buyer can purchase digital content 

anonymously but the anonymity can be controlled. In 

Ref.[11] J Choi et al. suggest a scheme to use the 

commutative cryptosystems which can solve the 

conspiracy problem of watermarking protocol 

inRef.[10].In Ref.[5] ,J. Zhang et al. propose a secure 

buyer–seller watermarking  protocol, in which no 

assistance of a third party is required, so that it avoids the 

conspiracy problem. In Ref.[12] ,Chun-I Fan et al. 

propose a buyer-seller watermarking  protocol with off-

line trusted parties, in which a tamper-resistant WCA 

device is required to produce the necessary watermarks 

and signatures. However, the previous works proposed in 

Ref.[7] and Ref.[8] cannot solve the binding, the 

anonymity problem and the conspiracy problem. In the 

schemes of Ref.[8] and Ref.[11] on-line 

WCAs(Watermarking  Certificate Authorities) are 

required ,and the schemes of Ref.[9]-Ref.[10] , Ref.[5] 

also need online CAs (Certificate Authorities) that must 

help a buyer to apply an anonymous certificate for every 

transaction. Therefore, these interactions among the 

buyer , the seller and the on-line CA may become a 

bottleneck of the entire protocol. Besides, In 

Ref.[11],WCA is required to maintain a database ,and the 

scheme requires high computational complexity and 

communication, so it is not practical in implementation.  

In Ref.[12], for every seller, a tamper-resistant WCA 

device is required, thus the cost will be tremendous.  

III. PROPOSED SCHEME

The proposed protocol employs the Public-Key 

Infrastructure (PKI) to attain several important 

achievements. In this section, we first define the roles and 

notations to be used throughout the rest of this paper and 

explain the assumptions. Then, we continue to elaborate 

the three subprotocols that comprise the proposed 

protocol: the watermark generation protocol, the 

transaction protocol, and the identification and arbitration 

protocol.  

In our scheme, there are four roles, i.e., a buyer (B), a 

seller(S), a Watermark Certification Authority (WCA) 

and an Arbiter (ARB). The buyer ,the seller and the 

arbiter have been discussed in section 1 . The WCA is 

responsible for the generation of random and valid 

watermarks, which can produce many watermarks for a 

buyer at a time and is not required to participate in each 

transaction between B and S. In order to guarantee the 

anonymity of the buyer, the WCA also can encrypt the 

certificate of the buyer and have it submitted to the seller 

by the buyer himself.  

Some notations used in the proposed protocols are 

defined as follows: 

( , ): A public-private key pair, where I is the 

identity of its owner. That is  is public key, 

while is

IPK ISK

IPK sI

ISK sI  private key. 

)(MSign
ISK : The signature of message M signed 

by I with his private key. 

)(ME
IPK : The ciphertext of message encrypted with 

sI  public key . The encryption can be performed 

by anyone. 
IPK

: The original message of cipher text C 

decrypted by I with .

)(CE
ISK

ISK

: The digital certificate of the object 

I containing ( ) and the signature of the certificate 

authority (CA) on ( )

),( ICA PKICert

IPKI ,

IPKI ,

: A watermark insertion operation. 

: A random permutation of degree m function that is 

used to permute the elements of a vector. 

An important assumption of the proposed 

watermarking protocol is that the encryption function 

used in PKI is privacy homomorphism with respect to the 

watermark insertion operation. By privacy 

homomorphism with respect to , we mean it has the 

property that )()()( bEaEbaE
III PKPKPK

holds for every a and b in the message space. For 

example, the well-known RSA cryptosystem is a privacy 

homomorphism [16] with respect to multiplication [17]. A

public key encryption function that is a privacy 

homomorphism with respect to addition is given in 

Ref.[18] . 
Another assumption of the proposed watermarking 

protocol is that ))((()(( WEWE
BB PKPK , the 

above is true when the watermarking   scheme is linear, 

that  is of the form )(WE
BPK
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{ )()...(),( 21 nPKPKPK BBB
EEE } and permuting 

first and encrypting later gives the same result as 
encrypting first and permuting later [8].

A. Watermarks Generation Protocol  

To carry out a Watermarks Generation, B and WCA 

follow the watermarking generation protocol described in 

this subsection. Fig. 1 shows the interaction between B 

and WCA. 

Step1: The buyer sends N (the required numbers of 

watermark) and his  to the WCA.  ),( BCA PKBCert

Step2: The WCA, after establishing the buyer’s digital 

certificate, generates random but valid 

watermarks ,  and forms 

messages according to

1W 2W NW

BWWW MMMM
N
,,...,,

21

)}()),(||({ iPkiPKBSKW WEWEPKSignM
BBWCAi

(1) 

)),,((||({ BCAPKBSKB PKBCertEPKSignM
WCAWCA

                         )},((, BCAPKB PKBCertEPK
WCA

            

(2) 

                                                                               

Then, the WCA sends { } to 

the buyer. 

BWWW MMMM
N
,,...,,

21

Step3: After receiving all the messages from the WCA, 

the buyer verifies the correctness of the signature in 

{ }. If correct, the buyer stores 

{ } in his database.  

BWWW MMMM
N
,,...,,

21

BWWW MMMM
N
,,...,,

21

B. Transaction Protocol  

To carry out a transaction, B and S follows the 

transaction protocol described in this subsection. Fig. 2 

shows the interaction between B and S. 

Step1: The seller publishes the descriptions of all 

products she/he can provide. If the buyer decides to buy a 

product from the seller, B first negotiates with S to set up 

a common agreement , which explicitly states the 

rights and obligations of both parties, and specifies the 

digital content of interest X.  uniquely binds this 

particular transaction to X and can be regarded as a 

purchase order. 

XARG

XARG

Step2:  The buyer selects a random  from his 

database and uses the included  to form a 

purchase message 

iWM

)( iPK WE
B

)),||)(({ XXiPKSKARG ARGARGWESignM
BBX

            

(3) 

       

Then, the buyer sends { } to the 

seller.

BWARG MMM
iX
,,

Step3: After receiving all the messages from the buyer, 

the seller verifies the correctness of the signatures in 

{ }. If correct, the seller generates a 

random permutation 

BWARG MMM
iX
,,

of degree m  which he uses to 

permute the elements of the encrypted watermark 

 .In other word, the seller computes: )( iPK WE
B

)()( iPKiPK WEWE
BB .

The seller prepares its watermark V and an encrypted 

watermarking version of the product X is produced by 

computing 

)()()()( iPKPKPKPK WEVEXEXE
BBBB

))(( iPK WVXE
B

                         

                                                       (4) 

     Then, the seller transmits  to the buyer. )(XE
BPK

Step4: The seller stores 

},,,,,{ BWARG MMMV
iX

 in TableX . TableX is a 

table of records maintained by the seller for content X 

containing one entry for each copy of X that she sells. 

The unique watermark V known only to her that 

corresponds to the particular buyer. 

Step5: The buyer decrypts the data he receives from 

the seller to obtain a watermarked content X . That is 

what the buyer computes: 

)())(( iPKSK WVXXEDX
BB

                                                                                    (5) 

C.  The identification and arbitration protocol  

When a pirated copy Y of certain digital content owned 
by S is found in the market, the identification and 
arbitration protocol depicted in this subsection can be 
conducted to determine the identity of the responsible 
distributor, who was involved in some earlier transaction, 
with undeniable evidences. Fig. 3 shows the interaction 
among S, WCA and ARB. 

First, the seller repeatedly takes every watermark in his 
database as the input of the watermark detection algorithm. 
If the detecting result is true for some input V, the seller 
can find the stored record 

},,,,,{ BWARG MMMV
iX

in TableX   along with the 

illegal distribution Y to an arbitrator(ARB ). The ARB 
checks if: (1) the content of Y is the same as the 

description in  ;(2) the signatures in 

 is correct. 

XARGM

BWARG MMM
iX
,,

 If all of them are true, the ARB will ask the buyer to 

decrypt the . Then, the buyer forwards to 

the ARB securely. The ARB verifies through 

encrypting it with the buyer’s public key and comparing 

the encrypting result with . The ARB 

inputs ,

)( iPK WE
B iW

iW

)( iPK WE
B

iW , V and Y to the watermark detection 

algorithm for detecting whether Y contains the watermark 

iW or not. If it is true, the ARB will ask the WCA to 
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decrypt  and show the 

identity B of the buyer .The ARB will be convinced that B
is the identity of the buyer since B can be linked to the 

watermark of the watermarked product Y through the 

above procedure 

))||(( BCAPk PKBCertE
WCA iW

Buyer WCA

),(, BCA PKBCertN

))()),(||({ iPkiPKBSKW WEWEPKSignM
BBWCAi

)),((,)),,((||({ BCAPKBBCAPKBSKB PKBCertEPKPKBCertEPKSignM
W CAW CAW CA

BWWW MMMM
N
,,...,,

21

Figure 1 . The Proposed Watermarks Generation Protocol. 

.

Buyer Seller

))()),(||({ iPkiPKBSKW WEWEPKSignM
BBWCAi

)),((,)),,((||({ BCAPKBBCAPKBSKB PKBCertEPKPKBCertEPKSignM
W CAW CAW CA

BWARG MMM
iX
,,

)()()( iPKPKPK WEVEXE
BBB

)),||)(({ XXiPKSKARG ARGARGWESignM
BBX

Figure2. The proposed transaction protocol.
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WCASeller ARB

XTable|1

)(2 iPK W
B

i3

))||((4 BCAPk PKBCert
WCA

5

},,,,,{: BWARGX MMMVTable
iX

Figure3.  The identification and arbitration protocol . 

IV. SECURITY AND AVAILABILITY ANALYSES 

The security of our scheme relies on the security of the 

underlying watermarking algorithm and cryptosystems. 

There are two major implementation differences between 

the proposed protocol and earlier works shown as follows: i) 

A memoryless Watermark Certification Authority (WCA) 

is introduced, that can produce many watermarks for a 

buyer at a time and is not required to participate in each 

transaction of digital content between the buyer and its 

seller; ii) the WCA encrypts the certificate of a buyer and 

hands over the encrypted message to its seller via the buyer. 

In this section, we will examine the security and 

efficiency of the proposed scheme and compare our scheme 

with those of Ref.[8], Ref.[9], Ref.[5], and Ref.[11]. The 

comparisons are summarized in Table and Table .

TABLE I. PROPERTY COMPARISONS 

[8] [9] [5] [11] [12] Ours 

The Piracy tracing 

problem 

The customer right 

problem 

The binding problem 

The anonymity problem 

The dispute problem 

The on-line participation 

of TTP( or TTP device) 

 Solved ; Partially; Not solved 

                                                                   TABLEII .THE COMPUTATION COMPARISONS 

[8] [9] [5] [11] [12] Ours 

Encryption  operations 2 3 3 2k+2 3 3

Decryption operations 1 1 1 4 1 1

 operations 2 2 2 2 2 2

Signing operations 1 2 1 k 2 3

                                                                        K: The number of watermarks 
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A. Security analysis 

(1) Piracy tracing: Because B has no knowledge of the 

original digital content X and the permutation , he is unable 

to remove the watermark iW  from a watermarked digital 

content X . In addition, the proposed protocol provides 

mechanisms to unambiguously identify the guilty buyer once 

a pirated copy is found; 

 (2) Customer’s rights protecting: Because S does not know 

the watermark and can not access to the watermarked copy 

of the digital content in its final form, S cannot fabricate 

piracy to frame B; 

iW

(3) Free from the binding: Because the signature 

 in explicitly 

binds  to , which uniquely specifies a 

particular digital content X, it is impossible for S to transplant 

the watermark into a copy of any costly digital content; 

))||)(( XiPKSK ARGWESign
BB XARGM

)( iPK WE
B XARG

(4) Complete anonymity on the part of the buyer: On the 

one hand, since },,,,,{ BWARG MMMV
iX

 has been 

recorded in the database, the seller cannot obtain any 

information about the identity of the buyer from it. 

Furthermore, the buyer’s purchase request is sent through an 

anonymous channel, and the seller can only offer the 

encrypted product without knowing the buyer’s identity in the 

protocol. Therefore, the privacy of the buyer is completely 

protected from being known to the seller during the 

transaction. On the other hand, the WCA has the buyer’s 

identity, but it cannot recognize the digital content bought by 

the buyer. Thus the privacy of the buyer is also protected from 

the WCA. 

(5) Free from the conspiracy: In our scheme, the WCA 

issues N watermarks and forms 

messages , where the buyer selects a 

 in a random ,so no one (except the 

buyer)knows the buyer’s unique watermark. Furthermore, the 

conspiracy attack to our protocol cannot take effect.  

NWWW MMM ,...,,
21

)( iPK WE
B iWM

(6)  The dispute settlement: If a dishonest buyer attempts to 

deny his purchase of X , the seller can reveal the stored 

record },,,,,{ BWARG MMMV
iX

 to the ARB. Then the 

ARB can find the identity of the buyer and the corresponding 

signature on against the denying from the dishonest 

buyer. 
XARG

B. Availability analyses 

(1)The deploying of WCA:  The cost of deploying trusted 

third parties  (TTP) directly impacts the practicality of most 

security protocols. In reality, a memoryless TTP, which does 

not keep records of information associated with the requests 

received, is considered less expensive and is much more 

practical to implement. In our proposed watermarking 

protocol, WCA is not required to maintain a database of all 

watermarks generated because once generated, the 

watermarks  (i=1,2,…N) are used to form and

handed over to the buyer. When requested by ARB to disclose 

a specific watermark, WCA restores the watermark by 

decrypting the ciphertext provided by ARB. In addition, as for 

ARB, it simply reacts upon the requests from S and has 

nothing to remember. 

iW
iWM

(2) The participation of WCA in the transaction: WCA is 

an additional role between B and S .In the previous 

watermarking protocols, WCA is involved in each transaction, 

the availability of these protocols require the high reliability 

of WCA itself and the high stability of the communication 

network, and therefore those protocols are considered less 

practical. In order to reduce the overhead of an on-line WCA, 

in our proposed watermarking protocol, the WCA can 

produce many necessary watermarks for a buyer at a time. 

Since one watermark is required in each transaction between 

B and S, the times of interaction between B and WCA are 

reduced largely.  Furthermore, the WCA is not required to 

participate in each transaction between B and S. Besides, in 

order to improve the reliability of WCA, cluster-based 

solutions can be used to construct a single node of WCA. On 

the other hand, deploying a distributed system with multiple 

nodes of WCA over the Internet solves the problem of 

network failures that may cause temporary or permanent 

disconnection from a particular node. 
(3) The storage requirement for buyer and seller:  In the 

proposed watermarking protocol, the burden of storing 

necessary information has been put on the buyer and the seller. 

It is reasonable because real-world buyers are very likely to 

have their individual information and real-world sellers are 

very likely to own sales records. The cost of keeping the 

necessary information can also be regarded as a part of an 

investment in the business. In addition, considering the ever-

decreasing prices of various storage devices, the overhead 

introduced is actually negligible in running a business. 

V. CONCLUSIONS 

In this article, we have proposed a secure and efficient 

watermarking  buyer-seller watermarking  protocol, which 

can be free from all of the known attacks and problems, such 

as the customers’ rights problem, the binding attack, the 

conspiracy problem, the dispute problem and can provide 

complete anonymity for the buyer as well. In addition, 

comparing with the earlier work, we also achieve two 

improvements as follows: 1) We address the importance of 

the off-line participation of a TTP. In order to solve the on-

line participation of the TTP problem, a memoryless 

Watermark Certification Authority (WCA) is introduced, 

which can produce many watermarks for a buyer at a time and 

is not required to participate in each transaction of the digital 

content between the buyer and the seller. 2) We address the 

anonymity with control problems. In order to guarantee the 

anonymity with control, the WCA encrypts the certificate of a 

buyer and hands over the encrypted message to its seller via 

the buyer, so a buyer can purchase digital contents 

anonymously, but his anonymity can be revoked as soon as an 
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arbitrator adjudicates him to be guilty for any copyright 

violation.  
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